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MozyPro: Affordable Disaster Recovery 

Small businesses are the least likely to plan for catastrophic technology failures or other 
business-stopping disasters. Evidence available at the National Archives & Records 
Administration shows that 93% of companies that lost their data center for 10 days 
or more due to a disaster ýled for bankruptcy within one year of the disaster. Of those 
companies, 50% ýled for bankruptcy immediately. Mozy Online backup provides an 
affordable, simple way to protect your mission-critical business data, without expensive 
IT infrastructure. With online backup as part of your business continuity plan, a little 
preparation could literally save your business. Mozy backs up your ýles to our secure 
servers automatically so that you never have to worry about losing important data.

Why Use Online Backup for Disaster Recovery?

A disaster recovery plan sounds like a complex business document, but it as simple as 
planning ahead to avoid problems and being prepared in the event a problem occurs. This 
kind of planning will not only help you in the event of a catastrophic failure, like a ýre, 
but also in more mundane situations, like an employee in a remote ofýce accidentally 
overwriting a critical ýle. Online backup is an affordable, practical strategy for offsite data 
replication and protection. Storing your backups in a physically secured offsite location 
may seem too expensive for small business, but online backup provides an affordable 
answer. You simply determine which ýles you need to backup, and Mozy handle all the 
complexities of redundancy and failover at their secure data centers. Adding additional 
storage doesnôt require hours of research, either ï online backups scale in minutes. 

MozyPro offers several important business-class features:

 Å Version support ð Keeps multiple versions of ýles so you can restore ýle versions for 
up to 30 days

 Å SQL, Exchange, and network drive support ð Can backup data residing on virtually 
any machine

 Å Cross-platform support ð Supports Windows (2000, XP, 2003, and Vista, including 
servers) and Mac OS X (10.4 and 10.5, desktop and server) operating systems

 Å Open/locked ýle support ð Protects all your ýles, even if you are using them when 
the backup begins, including Outlook PST ýles.

Is Online Backup Secure?

MozyPro gives you the ability 
to select your dataôs encryption 
method: a key provided by 
Mozy with 448-bit Blowýsh 
encryption or your own 
private key with 256-bit AES 
encryption. Your business ýles 
are encrypted on your computer 
using the key of your choice 
and then transferred to the 
Mozy servers using 128-bit 
SSL encryption, the industry 
standard for safe and secure 
data transfer. Please note that 
if you select to use your own 
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private key, it will be impossible for Mozy to decrypt your data, so you must be very 
careful not to lose the key.

Your encrypted data is stored in Mozyôs data centers with 24/7/365 onsite monitoring and 
security, redundant power distribution units, and seismic safeguards that can withstand a 
7.5 magnitude earthquake. Mozy-managed data centers utilize a state-of-the-art gas ýre 
suppression system to extinguish ýres in the event of an emergency without jeopardizing 
server functionality. The waterless system releases a mixture of nitrogen, argon, and 
carbon dioxide to extinguish ýres by reducing the available oxygen to less than 15%.
In addition, we use a proprietary protection mechanism based on a complex encoding 
structure to ensure that your data is safe, even in the event of multiple hardware failures. 
Mozyôs data centers are surrounded by a secure perimeter and staffed 24/7/365 with 
technology professionals who maintain the highest standards in data protection. Both card 
and biometric security authentication are required to enter the facilities and access the 
server area. All data centers are SAS 70 Type I or Type II certiýed.

Centralized Management with the Administrative Console

Centralized management is one of the challenges business users face with most online 
backup tools. Mozy solves this problem by providing a web-based administrative console. 
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With the console, you can:

 Å Create sub-administrators, so remote groups can manage their own accounts

 Å View account usage, history, and statistics to ensure your employees are following 
backup policies correctly

 Å Reset account passwords 

 Å Change account status 

 Å View and distribute license keys 

 Å Customize individual and group conýguration settings to ensure that everyone in your 
organization is practicing best-practices backup strategies.

As you customize your backup sets, it will be helpful to understand Mozyôs icon 
descriptions. Using a combination of check boxes and folders with a green check displayed 
on them, MozyPro indicates how it treats ýles in a backup set.

Checkbox Folder Icon Description

None of the ýles will be backed up, and new items in 
this set will not be backed up

None of these ýles will be backed up, and new ýles in 
this set will be backed up.

All of these ýles will be backed up, and new ýles in this 
set will not be backed up.

All of the ýles will be backed up, and all new ýles in this 
set will be backed up.

Some of the ýles will be backed up, and new ýles in 
this set will be backed up.

Some of the ýles will be backed up, and new ýles in 
this set will not be backed up.

Easy-to-Use Desktop Conýguration

While you will appreciate the þexibility the Administrative Console provides, everyone who 
uses MozyPro will enjoy the ease-of-use the built-in backup utility offers. Setting up a 
backup requires just a few steps, then each employee can:

 Å Select folders and ýles to back up 

 Å Set automatic scheduled backups 

 Å See a history of all backups 

 Å Set bandwidth throttling 

 Å Restore ýles and folders without assistance from IT




